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Who am |? Why should you listen to me?

Marco Marquez

Solutions Engineering Manager
8+ yrs working with APIs
& building API programs
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USTOMERS
All Sizes and Industries Trust Us
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The Future of Software is Distributed

APls & Microservices Are
Increasing Exponentially

65% 87% 100%+

Increasing investment in APIs Will fall behind if they fail to YoY growth of APIs and
and Microservices’ adopt APIs and Microservices? Microservices worldwide?
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APIS AND MICROSERVICES
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Go Cloud Native Become Agile

Modernize & Migrate DevOps, GitOps, CI/CD, IaC

O D&

Monolith
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.H’ Terraform @ ANSIBLE

Unlock New Use
Cases

Real-time, loT, and beyond

%j

Real-time Omnichannel

a

Al / ML Mobile Customer 360
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Architecture
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V4

Who works for a company that has an architecture similar
to this?

Client Traffic:
+ SOAP
« REST
+ WebSockets

s

Direct access to the
monolith
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Who works for a company that has an architecture similar

~

i

Client Traffic:
« REST
+ WebSockets
* gRPC

to this?

Microservices
Traffic:

« REST

+ WebSockets
*gRPC

* TCP-based

Direct access to microservices



SO what's
proplem?
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-rom monolith to microservices

* 9
o O
o o

0-0-0-C
~ '@’.‘.’.‘.’."\ -

Endpoints: 1 Endpoints: 10+ Endpoints: 100+ Endpoints: 1000+
Connections: 0 Connections: 50+ Connections: 5,000+ Connections: 500,000+
Reliability -rom reliable function calls to unreliable network calls.

Security —rom secure processes to unsecure networks.

Performance -rom fast CPU to slow network.

Discoverability From few APIs to many APIs.

Complexity -rom homogeneous technology to heterogeneous technology:.
Visibility -rom few deployment units to many deployment units.
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Deconstructing a monolith

T monolith 10 microservices

1 1 1 1 1
1 1 1 1 T

Policy
Authentication

Authorization
Logs & Metrics
Rate Limiting
Caching

Business
Logic 10
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Deconstructing a monolith

1 monolith , , Serverless Third-party
Microservices SR fErE APIs Other

g I N
1 1
1 1
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Policy
Authentication

Authorization
Logs & Metrics
Rate Limiting
Caching

Business
Logic 10
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Many monoliths
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Central policy layer

Third-party

APls
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| | Serverless
Microservices Functions
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Central policy layer
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API Gateway for unified ingress and control

Client Traffic:

« REST

+ WebSockets API

* gRPC Gateway
+ GraphQL

Microservices
Traffic:

« REST

+ WebSockets
*gRPC

* TCP-based

+ GraphQL



A Shared Policy Layer is a Necessity

More applications and services

: : : Serverless )
Routing Monolith Microservices (e.0. AWS Lambda) 3rd-party Other

Load Balancing
Authentication
Authorization

Shared Policy Layer (Kong Gateway)

Logs & Metrics
Rate Limiting .
Caching Bus!ness B B B B
Validation Logic (B) B B B B B B
Transformation |

More languages and protocols

$Java no@de

More deployment types

{REST}

@ python” —= m o
g R P C °E,'(',’§TE,",Q'§ ; MULTI-CLOUD & KUBERNETES
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So what's the |
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Decentralised

Dev
team 2
Dev Dev
team 1 teamn
Dev Dev
team 1 teamn
standards standards

API Platform

SPEED

€& 5EsTPRACTICES
€& consisTENCY

€D reLisBILITY

'& Kong

Centralised
Best
practise
Best Dev Best
practise team 2 practise
Dev Dev
team 1 teamn
Review Review
until until
complies complies

API Platform

€ sreep

BEST PRACTICES
& consisTENCY

€D reLisBILITY




Decentralised

Dev

team 2
Dev Dev

team 1 team n

Make it blue. Make it red.
Make it a pony.

Dev Dev
team 1 teamn
standards standards

API Platform

SPEED Too many -cooks- developers in the kitchen

€& 5EsTPRACTICES
€& consisTENCY

€D reLisBILITY

's Kong
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L JUST HAVETO WAIT
PATIENTLY...

Centralised

Best

practise
Best Dev Best
practise team 2 practise
Dev Dev
team 1 teamn
Review Review

until
complies

until
complies

API Platform

&) sreep

BEST PRACTICES
€& consisTENCY

€D reLisBILITY




What are the Barriers to an efficient API Delivery?

“Some organizations — typically those at the very beginning of an APl program — give developers
free reign to deploy, manage and publish their APIs without quality gates. This allows them to move
at speed; however, with distributed development teams following different processes, the end result
is an API platform full of inconsistency.” Melissa Van Der Hecht

m Consistency of different development teams, processes, and output
m Speed in a complex environment with increasing demands
m Best Practices across a distributed ecosystem

m Reliability in delivering products to different environments

Kong



So what's
solution?
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Decentralised
Speed oriented

Dev
team 2
Dev Dev
team 1 teamn
Dev Dev
team 1 teamn
standards standards

API Platform

SPEED

€& 5EsTPRACTICES

€& consisTENCY

€D reLisBILITY
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Centralised
Quality oriented

Best

practise
Best Dev Best
practise team 2 practise
Dev Dev
team 1 teamn
Review Review
until until
complies API complies

Platform
Team

API Platform

€D e

BEST PRACTICES
o CONSISTENCY

€D reLinsimy

APIOps

Best
practise

Best Dev Best
practise team 2 practise
Dev Dev
team 1 team n
Self-serve
automated
review
APIm Best Practices & Templates
Review Reuse AEULII A iomated Review
Review Best Practices Q Automated Deployment
'- Automated Testing

Automated Security Testing

API Platform

SPEED

BEST PRACTICES
CONSISTENCY
RELIABILITY
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API10Ops workflow in Kong

DEVELOPER PLATFORM OWNER
Lint, Test, Enforcement
Insomnia b __q: Source Control — PR* —i
A

Sync on Success O “
</

Lint, Test, Policy Update PR on
Enforcement Success / Error

3rd Party <

v

InsoCLI

Design Cl/CD

Merge

'

Inso CLI

Deploy on success

OPERATOR

> Kong Gateway

> Kong Portal

P— etc.

Deploy via Deck and Portal CLI

End-to-end Automation
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*PR = Pull Request
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Demo
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