Instrumenting
Tyk APl Gateway
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Q. Search this site... Cloud Native G Iossa ry [ Edit this page

) Report issue

Abstraction

Agile Software Development
The Cloud Native Glossary is a project led by the CNCF Business Value

APl Gateway Subcommittee (BVS). Its goal is to explain cloud native concepts in clear

. ' and simple language without requiring any previous technical
Application Programming

Interface (API)

knowledge.

Autoscaling

Bare Metal Machine
Blue Green Deployment
Canary Deployment
Chaos Engineering

Client-Server Architecture

Cloud Computing



APl Gateway

Networking

Whatitis

An API gateway is a tool that aggregates unique application APIs, making them all
available in one place. It allows organizations to move key functions, such as
authentication and authorization or limiting the number of requests between
applications, to a centrally managed location. An API gateway functions as a common

interface to (often external) APl consumers.

Problem it addresses

If you’re making APIs available to external consumers, you’'ll want one entry point to
manage and control all access. Additionally, if you need to apply functionality on those
interactions, an API gateway allows you to uniformly apply it to all traffic without
requiring any app code changes.

How it helps

Providing one single access point for various APIs in an application, APl gateways
make it easier for organizations to apply cross-cutting business or security logic in a
central location. They also allow application consumers to go to a single address for all
their needs. An API gateway can simplify operational concerns like security and
observability by providing a single access point for requests to all web services in a
system. As all requests flow through the AP| gateway, it presents a single place to add
functionality like metrics-gathering, rate-limiting, and authorization.
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Observability is

of cloud
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Observability in Tyk APl Gateway
before OpenTelemetry
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Exploring OpenTelemetry
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What is distributed tracing?
and how does 1t work?
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(Mobile application

( Web application

Web application
Tyk APl Gateway
Inventory service

Database

1 ms

Tyk APl Gateway
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H  Trace Timeline v

< v frontend: HTTP POST a6a50a0

Trace Start October 11 2022, 11:55:49.827 Duration 297.51ms Services 8

Ous 74.38ms 148.76ms 223.13ms 297.51ms
e S L - )

Service & Operation v > ¥ » Oups 74.38ms 148.76ms 223.13ms 297.51ms

v | frontend HTTP POST - — - =

v | frontend grpc.hipstershop.CheckoutService; ... (N

v I checkoutservice hipstershop.Checko...

v l checkoutservice prepareOrderite=s 92.9ms

v | checkoutservice hipstersho... s pa n tservice::hipstershop.CartService/GetCart

cartservice hipstershop.... 5.44ms
v | checkoutservice nipstersho... B 2.97ms
| productcatalogservice... | 14ps
v | checkoutservice hipstersho... B 3.41ms
 currencyservice Curen... | 33us

v | checkoutservice nipstersho... I 35 34ms
v | shippingservice get-quote | 3 /1 ms
v | quoteservice /getq... O 03 46ms

| quoteservice c... | 5ps
v | checkoutservice nipstersho... B 2.52ms
currencyservice Curren... | 24pus

I checkoutservice hipstershop.Pa... . 15.24ms



JAEGER Ul Search Compare System Architecture

Service & Operation v > ¥ » Ops

v I frontend HTTP GET

About Jaeger v

1.39ms 2.78ms 4.18ms 5.57ms

HTTP GET

v Tags

app.synthetic_request

http.flavor
http.method
http.route
http.status_code
http.target

http.url

http.user_agent
internal.span.format
otel.library.name

span.kind

v Process

process.command

process.command_line

Service: frontend  Duration: 5.57ms @ Start Time: Ous

GET

/api/recommendations?prc ~494a~-1led~-aec2-0242acl90014
200

/api/recommendations

frontend:8080/api/recommendations?productIds=L9ECAV7KIM&sessionId=e3017bad4-494a-1led-aec2-02
42acl190014

python-requests/2.27.1
proto
frontend

server

/app/server.js

/usr/local/bin/node /app/server.ijs

process.executable.name node

process.pid

18

process.runtime.description Node.js

*Tyk

process.runtime.name nodejs
process.runtime.version 16-17.3
telemetry.sdk.language nodejs
telemetry.sdk.name opentelemetry
telemetry.sdk.version 14550

> References (1)

d5e5bf18fc73d1ff ¢
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Integrating with the
OpenTelemetry Demo
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demo
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Go Shopping

Hot Products

National Park Foundation Explorascope
$101.96

Lens Cleaning Kit
$21.95

Red Flashlight
$57.08

Starsense Explorer Refractor Telescope Eclipsmart Travel Refractor Telescope
$ 349.95 $129.95

Roof Binoculars Solar System Color Imager
$209.95 $175.00

Optical Tube Assembly Solar Filter
$ 3599.00 $69.95

This website is hosted for demo purpose only. It is not an actual shop.

session-id: 562886b1-f02e-4693-9ead-d0a124b2eb48
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Compare traces by selecting result items

frontend: HTTP QGET "

frontend: HTTP POST oo
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Bl oo mcrnrany '
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JAEGER UI Search Compare

System Architecture

< w frontend: HTTP GET

it January 16 2023, 13:36:02

llorn 2.99ms

Monitor

About Jaeger

38 Trace Timeline +

24ms 2.898ms

Service & Operation v > ¥
v | @ frontend 1P e

v | @ frontend gricnicsemhop AdSenvica/G,..

2.24ms 2.99ms

v lyk-gateway POST fhipstershop Ad...

LSS
v tyk-gateway versor
N v tyk-gateway HaleChackMW
) v tyk-gateway Oraniza...
106608 O tyk-gateway ...
O AuthKey
Tags
a.50mn arro
Sy Nermal span.forma
0o
o stal library.name
el status cod
1209
nal.sta Jescrip
; i span.kind
5 tyk. f.api_lc
48.27ma tvk.apidef.name
vk.apidal d
N37 p
o~ Process

Lrue

proto

tyk-gw

ERRCR

Authorization fisld missing
interna
9ca75f6dabli24ales2beT8L60dL02e00
adservice

63207a0d£0odSb000L1afb05

« tyk-gateway Duration: 205ps tart «: 2.62ms

160327¢75c0875fb ¢
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What happens inside an
APl Gateway?

Web application

APl Gateway

Version check

Rate limit check

Authentication

Requests to upstream APIs

Process responses

Modify response

Q

Inventory
service

Pricing
service
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’ I tyk-gateway POST /quoteservice/g...

% i tyk-gateway VersionCheck
v | tyk-gateway RateCheckiw
v I tyk-gateway Organiz...

I O tyk-gateway ...

Rate Limiting

6.03ms |

POST /quoteservice/getquote

> Tags: http.flavor = 1.1

Service: tyk-gateway Duration: 6.08ms Start Time: 2.59s

http.host = tyk-gateway:8081 htip.method = POST http.read_bytes =40 htt...

> Process:
Span!D: 6ebc507208f57b2d &

232us |
23us |
34us |
1.6ms |

RateLimitForAPI Service: tyk-gateway Duration: 1.6ms = Start Time: 2.59s

v Tags

error true

internal.span.format proto

otel.library.name tyk-gw

otel.status_code ERROR

otel.status_description
span.kind
tyk.apidef.api_id

tyk.apidef.name

API Rate limit exceeded
internal
03a938dedafc4c0ed4883869c425a9d61

quoteservice
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v | @ frontend 7P GET
v l @ frontend groc hipstershop.AdService/GetAds
v | tyk-gateway POST /igstershop.AdService/Getiads
v | tyk-gateway VersionCheck
v | tyk-gateway rateCheckiw
v l tyk-gateway OrganizationMonitor

O tyk-gateway Authkey

Authorization

7.2ms
2.86ms EEEEEEEEEEE—_—
50 185ps
8 74us
| 27ps

683us T

AuthKey

v Tags

error
internal.span.format
otel.library.name
otel.status_code
otel.status_description
span.kind
tyk.apidef.api_id
tyk.apidef.name
tyk.apidef.org_id

> Process:

Service: tyk-gateway Duration: 683us Start Time: 3.83ms

true

proto

tyk-gw

ERROR

Authorization field missing
internal
9ca75f6d8bl24ale62bc78b60df02e¢00
adservice

63a07a0d£0cd9b00011afb05



Caching

v | checkoutservice hipstershop.PaymentService/Charge

14.56ms -l

v tyk-gateway POST /hipstershop.PaymentService/Charge 11.67ms
v tyk-gateway VersionCheck 104ys
v tyk-gateway RateChecklMW 258
v tyk-gateway OrganizationMonitor 22us
v tyk-gateway /hipstershop.PaymentService/Charge 10.28ms
v tyk-gateway HTTP POST 9.44rms

v ! paymentservice grpc.hipstershop PaymentService/Charge 1.05ms |

I paymentservice charge 62us |

v | checkoutservice hipstershop.PaymentSernvice/Charge

58.32ms |

v tyk-gateway POST /hipstershop.@: il Service/Charge 46.87ms
v tyk-gateway VersionCheck 186ys
v tyk-gateway RateCheckMwW 3508
v tyk-gateway OrganizationMonitor 18us
v tyk-gateway RedisCacheMiddieware 550s
v tyk-gateway /hipstershop.PaymentService/Charge 44.81ms

v tyk-gateway HTTP POST 43.13ms
v l paymentservice grpc.hipstershop.PaymentService/Charge

480us |
| paymentservice charge

84us |

*Tyk



cu rrencyservice

Core Settings

Versions  Endpoint Desigher Advanced Options

Edit Version:

Default

POST

GLOBAL VERSION SETTINGS

: feurrencyservice/f

Method:

° POST N

*Tyk

Method transform %

A Method transform

To Method:

DELETE

checkoutservice hipstershop.CunrencyService/Convert
v tyk-gateway POST /hipstershop.CurrencyService/Convert
v | tyk-gateway versionCheck
v tyk-gateway RateCheckiw
v | tyk-gateway OrganizationMonitor
v | tyk-gateway RedisCacheMiddiewars
% tyk-gateway fMipstershop.CumrencyService/Convert

v | tyk-gateway HTTP POST

I currencyservice CurrencyService/Convert

Uptime Tests

Relative Path:

Debugging

Plugins:

Method transform

HTTP POST

.asms

© 947ms

b &

> Tags: htip.flavor=2  hitp.host = currencyservice:7

> Process:

( VIEW RAW DEFINITION )

<4 ADD ENDPOINT

@ checkoutservice hipstershop.CurrencyService/Convert
~ ] @ tyk-gateway POST /hipstershop.CurrencyService/Convert
v | tyk-gateway VersionCheck
v | tyk-gateway RateCheckiw
v | tyk-gateway OrganizationMonitor
v | tyk-gateway TransformMetnod
v | tyk-gateway RedisCacheMiddieware
33 N tyk-gateway /hipstershop.CurrencyService/Convert

E @ tyk-gateway HTTP DELETE

v

Middleware

4.9ms |
2.84ms (S
S4us 0

23us |
12ps |
45us |
15us |
1.98ms B

1.09ms |

HTTP DELETE

> Tags: error=frue

> Process:

> Logs (1)

http.flavor =2

http.host = currencyservice:7001

Service: tyk-gateway | Duration: 1.09ms | Start Time: 17.53n

http.method = DELETE = http.scheme = http = http.url = http://curr.

1

Crinnil AdafEh7afFakn100F 7
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Custom plugin

v checkoutservice HTTP POST 213.88ms

v | tyk-gateway rPOST /emai

208.69ms

POST /emailservice/send_order confirmation Service: tyk-gateway Duration: 208.69ms = Start Time: 1.99s

> Tags: hitp.flavor=1.1 http.host = tyk-gateway:8081 http.method = POST htip.read_bytes =591 htip.request_content_length -...

> Process:
n1D: 30b972b2b34b2d07 @
v I] tyk-gateway VersionCheck 5.34ms |
v | tyk-gateway GoPluginMiddleware: /op... 799us |
tyk-gateway DummyPlugin 525ps |
DummyPlugin Service: tyk-gateway | Duration: 525us = Start Time: 2s
v Tags

internal.span.format proto

otel.library.name GoPlugin
span.kind internal
tyk.go_plugin just testing
> Process:

SpaniD: 29af43ea5d96d5f4 2

v I tyk-gateway RateCheckMW 40ps |

v I tyk-gateway OrganizationMo... 39us |
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Recommendations
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Start with the end in mind

Our goals with our OpenTelemetry integration:

e Monitor APIs for errors and performance
e Troubleshoot issues with APIs end-to-end
e Troubleshoot issues with custom plugins
e Report APl usage for the business
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Use attributes that can explain performance
variation or are useful for the business

e User-related attributes

O Customer segment, customer ID, geo data, device type, OS version

e Software-related attributes

o0 Deployment ID, A/B-testing, feature flags, version

e Data-related attributes

O Request/response size, whether a cache has been used, caching timestamps

e Infrastructure-related attributes
o Host ID, OS, data centre, orchestration (cluster, pod, or node IDs)
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Do not expose Pll data

You should pay careful
attention to exactly what
data is added to your spans
as they can potentially
contain personally
identifiable information (PII)

et
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Run performance tests to check the
Instrumentation overhead

@ All @ Analytics @ Auth @ Auth & quota @ Rate-limiting @ Vanilla

100000 - » 3 - -
AWS (higher is better) (lower is better)
aee 80000
AZURE
60000 7
4 £
2 CORES g §
a.
40000
4 CORES
8 CORES 20000 - - -
16 CORES
0
c5.4xlarge c5.4xlarge
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Configuration options - which
options to offer to your users?

e Sampling

O AlwaysSample, NeverSample ,TracelDRatioBased, and ParentBased

e Context propagation
O W3C (default) or B3 (older standard)

e Exporter
O OTLP/HTTP or OTLP/GRPC endpoint
e Spans

O detailed span tracing at the API level (false)

o configurable list of attributes
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You will discover new bugs while
implementing OpenTelemetry

JAEGER Ul Search Compare System Architecture Monitor

< v tyk-gateway: POST /routeguide.RouteGuide/GetFeature 7c7c772

Trace Start December 5 2022, 17:38:40.366 Duration 3.77/ms Services1 Depth6 Total Spans 6
Ous 941.5us 1.88ms

Service & Operation Vo> ¥ »  0us 941.5s 1.88ms

v l tyk-gateway POST /routequide.RouteGuide/GetFeature

v | tyk-gateway versionCheck 0 13ps
« | tyk-gateway RateCheckmw | 74 .« what's happens here?
v | tyk-gateway organizationmonitor | 3ps
v | tyk-gateway redisCachentiddieware | Biss
| tyk-gateway /routeguide RouteGuide/GetFeature {,82ms CE
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29 NOV, 2022 - by w

Migrating from Openlracing to

OpenTlelemetry

An API| gateway can simplify operational concerns like observability by providing a
single access point for requests to all web services in a system. As all requests flow
through the API gateway, it presents a single place to add functionality like metrics
gathering.

In my previous article, | showed how to export metrics captured by Tyk APl Gateway to
Prometheus and leverage them to report service-level objectives in Grafana. In this
post, | want to discuss another aspect of observability: distributed tracing.

At Tyk, we have recently started our efforts to migrate from OpenTracing to
OpenTelemetry. | shared our approach at the Kubernetes Community Days in Munich
in October.




Danke Linz ¢




