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Why this talk ?

▪ I was asked if I have an idea covering the areas cloud native and security

▪ Thinking about it I realized that quite some non necessary problems in the last years derived from 
certificate handling or to be more specific from missing and/or manual certificate lifecycle management

▪ This good read also showed that I' not alone: https://venafi.com/blog/why-manual-certificate-
management-really-hurts/
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History & Terms used 

• Digital certificates

• A digital certificate certifies the ownership of a public key by the named 
subject of the certificate, and indicates certain expected usages of that key. 
This allows others (relying parties) to rely upon signatures or on assertions 
made by the private key that corresponds to the certified public key

• As a consequence of choosing X.509 certificates, certificate authorities and 
a public key infrastructure are necessary to verify the relation between a 
certificate and its owner, as well as to generate, sign, and administer the 
validity of certificates

• https://en.wikipedia.org/wiki/Transport_Layer_Security#SSL_1.0,_2.0,_and
_3.0

• https://en.wikipedia.org/wiki/X.509
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• 2012

• The Let's Encrypt project was started in 2012 by two Mozilla 
employees, Josh Aas and Eric Rescorla, together with Peter Eckersley at 
the Electronic Frontier Foundation and J. Alex Halderman at the 
University of Michigan. Internet Security Research Group, the company 
behind Let's Encrypt, was incorporated in May 2013

• 2015

• On January 28, 2015, the ACME protocol was officially submitted to the IETF for 
standardization. On April 9, 2015, the ISRG and the Linux Foundation declared their 
collaboration. The root and intermediate certificates were generated in the 
beginning of June. On June 16, 2015, the final launch schedule for the service was 
announced, with the first certificate expected to be issued sometime in the week 
of July 27, 2015, followed by a limited issuance period to test security and 
scalability. General availability of the service was originally planned to begin 
sometime in the week of September 14, 2015.

• On October 19, 2015, the intermediate certificates became cross-signed by 
IdenTrust, causing all certificates issued by Let's Encrypt to be trusted by all major 
browsers

• https://en.wikipedia.org/wiki/Let%27s_Encrypt

Protocol Published Status

SSL 1.0 Unpublished Unpublished

SSL 2.0 1995 Deprecated in 2011 (RFC 6176)

SSL 3.0 1996 Deprecated in 2015 (RFC 7568)

TLS 1.0 1999 Deprecated in 2021 (RFC 8996)

TLS 1.1 2006 Deprecated in 2021 (RFC 8996)

TLS 1.2 2008 In use since 2008

TLS 1.3 2018 In use since 2018

https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/Transport_Layer_Security
https://en.wikipedia.org/wiki/X.509
https://en.wikipedia.org/wiki/Let%27s_Encrypt
https://datatracker.ietf.org/doc/html/rfc6176
https://datatracker.ietf.org/doc/html/rfc7568
https://datatracker.ietf.org/doc/html/rfc8996
https://datatracker.ietf.org/doc/html/rfc8996
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The/A Solution

• cert-manager.io

• cert-manager is a powerful and extensible X.509 certificate controller for Kubernetes and OpenShift workloads. It will obtain certificates from a variety 
of Issuers, both popular public Issuers as well as private Issuers, and ensure the certificates are valid and up-to-date, and will attempt to renew 
certificates at a configured time before expiry.

• Really good documentation at: https://cert-manager.io/docs/
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The Howto get running
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Release Release Date End of Life Supported Kubernetes versions Supported OpenShift versions

1.12 May 19, 2023 End of September, 2024 1.22 → 1.27 4.9 → 4.14

1.11 Jan 11, 2023 Release of 1.13 1.21 → 1.27 4.8 → 4.14

• Cloud Compatibility

• See https://cert-manager.io/docs/installation/compatibility/

• Possible ways to install

• kubectl apply (https://cert-manager.io/docs/installation/kubectl/)

▪ kubectl apply -f https://github.com/cert-manager/cert-manager/releases/download/v1.12.0/cert-manager.yaml

• Helm (https://cert-manager.io/docs/installation/helm/)

▪ helm repo add jetstack https://charts.jetstack.io

▪ helm repo update

▪ helm install cert-manager jetstack/cert-manager --namespace cert-manager --create-namespace --version v1.12.0 --set installCRDs=true

• Operatorhub - OLM (https://cert-manager.io/docs/installation/operator-lifecycle-manager/)

▪ operator-sdk olm install

▪ kubectl krew install operator

▪ kubectl operator install cert-manager -n operators --channel stable --approval Automatic

▪ kubectl get events -w -n operators

• Limited configuration can be done via editing subscription and/or ClusterServiceVersion

https://cert-manager.io/docs/installation/supported-releases/
https://cert-manager.io/docs/installation/supported-releases/
https://cert-manager.io/docs/release-notes/release-notes-1.12
https://cert-manager.io/docs/release-notes/release-notes-1.11
https://cert-manager.io/docs/installation/compatibility/
https://github.com/cert-manager/cert-manager/releases/download/v1.12.0/cert-manager.yaml
https://charts.jetstack.io
https://cert-manager.io/docs/installation/operator-lifecycle-manager/


The Howto get running
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• Issuers

• Issuer

• Is a namespaced ressource

• Cannot be used from different namespace

• ClusterIssuer

• Basically the same as Issuer - just no namespacing and therefore can be used to issue certificates across all namespaces

• If you reference a secret from a ClusterIssuer this secret has to exist in the Cluster Resource Namespace of cert-manager (default: cert-manager, can be 

changed by flag --cluster-resource-namespace of cert-manager controller)

• Issuer Types

• SelfSigned

• CA

• Vault

• Venafi

• External (https://cert-manager.io/docs/configuration/external/)

• e.g.: step-issuer (https://github.com/smallstep/step-issuer)

• ACME (Automated Certificate Management Environment)

• HTTP01

• DNS01: ACMEDNS / Akamai / AzureDNS / Cloudflare / DigitalOcean / Google ClouDNS / RFC-2136 / Route53 / Webhook

https://cert-manager.io/docs/configuration/external/
https://github.com/smallstep/step-issuer)


The Howto get running
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• Example Issuer using Route53 and LE



The Howto get running
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• Example Issuer using ACMEDNS and LE
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The Main Use Cases 

• Securing Ingress

• For individual hostnames
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The Main Use Cases 

• Securing Ingress

• With a wildcard record certificate and reusing that cert in an ingress ressource

• Wildcard cert could also be used as default certificate for ingress controller
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The Main Use Cases 

• Securing Pod Communication by establishing mTLSthrough csi-driver

• The goal for this plugin is to seamlessly request and mount certificate key pairs to pods. This is useful for facilitating mTLS, or otherwise securing 
connections of pods with guaranteed present certificates whilst having all of the features that cert-manager provides.

• Needs to be installed

▪ helm repo add jetstack https://charts.jetstack.io --force-update

▪ helm upgrade -i -n cert-manager cert-manager-csi-driver jetstack/cert-manager-csi-driver –wait

• Must not be used with public CA's since you will quite fast
hit their rate limits

• Either use Issue Types CA or SelfSigned or External (e.g.: step-issuer)
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https://charts.jetstack.io/
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The creative Solutions 

• Own PKI

• CA

• Can be used for mTLS by csi driver

• Can be used for already established private Company PKI

• Has the "disadvantage" that the (intermediate) CA certificate and private 

key is accessible to some persons with enough permissions

• StepIssuer

• Can be used for mTLS by csi driver

• Can be used for already established private Company PKI

• Has the advantage that (intermediate) CA certificate and private key is 

NOT directly accessible since communication to step ca service can be 

encapsulated by using foreign endpoint (step ca is not running inside the 

cluster)

• See

• https://github.com/smallstep/step-issuer

• https://github.com/smallstep/certificates
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• Monitoring

• Regular

• https://gitlab.com/uneeq-oss/cert-manager-mixin

https://github.com/smallstep/step-issuer
https://github.com/smallstep/certificates
https://gitlab.com/uneeq-oss/cert-manager-mixin


The creative Solutions 

• Delegated Domains
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The creative Solutions 

• Approver Policy
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The creative Solutions 

• Webhook Issuer

• See https://github.com/topics/cert-manager-webhook

• e.g. Hetzner: https://github.com/vadimkim/cert-manager-webhook-hetzner

▪ helm repo add cert-manager-webhook-hetzner https://vadimkim.github.io/cert-manager-webhook-hetzner

▪ helm install --namespace cert-manager cert-manager-webhook-hetzner cert-manager-webhook-hetzner/cert-manager-webhook-hetzner --set 
groupName=acme.yourdomain.tld
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https://github.com/topics/cert-manager-webhook
https://github.com/vadimkim/cert-manager-webhook-hetzner
https://vadimkim.github.io/cert-manager-webhook-hetzner


The creative Solutions 

• Bring it together in tanka / jsonnet
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Thank you for your attention
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