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Exceptions




Exceptions

Error Exception

An unexpected issue in a A type of runtime error that
program that hinders its disrupts the normal flow of
execution. a program.







these differences?




Recording an Exception

An exception SHOULD be recorded as an Event on the span during which it occurred. The name of the
event MUST be "exception" .

A typical template for an auto-instrumentation implementing this semantic convention using an API-provided

The “spec,, recordException method could look like this (pseudo-Java):
provides a

Span span = myTracer. (/% -=%/);
° try {
blueprlnt... // Code that does the actual work which the Span represents
catch (Throwable e) {
span. (e, Attributes.of("exception.escaped", true));
throw e;
finally {
span. 0;




..but allows for

some
flexibility

Span linking Optional

Links can be recorded on
span creation

Links can be recorded after
span creation

Links order is preserved
Span events

AddEvent

Add order preserved

Safe for concurrent calls

Span exceptions
RecordException

RecordException with extra
arameters

Erlang

.NET




unified framework...
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Span

v | py-otel-client s

v | py-otel-client ceT
v py-otel-serv...

py-otel-s/.

ROOtSpan




Trace Context

send_requests Service B

/rolldice

do_roll

Context propagation




V| py-otel-client send

Vv | py-otel-client GeT

Vv py-otel-serv...

py-otel-s...

do_roll py-otel-server

Vv Tags

3

metadata |

> Process: otel.library.name =__main__ service.version=0.1.0 telemetry.a...

Vv Logs (1)

Attribute v 2.21ms
(metadata) > This is a span event

valuel

value2

316c186d84adfbec <




V| py-otel-client send

Vv | py-otel-client GeT

Vv py-otel-serv...

py-otel-s...

do_roll py-otel-server

Vv Tags

3

span kind R

> Process: otel.library.name =__main__ service.version=0.1.0 telemetry.a...

v Logs (1)

v 2.21ms
span kind 2 This is a span event

valuel

value2

316c186d84adfbec <




Client

Server l

Internal l
Producer l
Consumer l




v | py-otel-client send_requ...

Vv | py-otel-client ce
Vv py-otel-server ... — -

© py-otel-se... 340us F———1

py-otel-server 340ps

span
status

Exception: Divisible by 2!

6

internal

> Process: otel.library.name =__main__ service.version = 0.1.0 telemetry.auto.version...

> Logs (2)
span status

30c5447aa2509143 &




Unset (no status) l

Error l
OK (no error) l




py-otel-client send_r...

Vv | py-otel-client GeT
Vv py-otel-serv...

py-otel-s...

dO_I’0|| py-otel-server

Vv Tags

span — 3

internal

e‘,ents > Process: otel.library.name =__main__ service.version=0.1.0 telemetry.a...

Vv Logs (1)

Vv 2.21ms

This is a span event

span event

valuel

value2




py-otel-client send_r...

Vv | py-otel-client GeT
Vv py-otel-serv...

py-otel-s...

dO_I’0|| py-otel-server

Vv Tags

span — 3

internal

events > Process: otel.library.name =__main__ service.version = 0.1.0

Vv Logs (1)

Vv 2.21ms

telemetry.a...

This is a span event

message e\ valuel
attributes key2 value2




error status
span
events

span event + attributes

O py-otel-server...

340ps +———t

dO_I’O" py-otel-server 340ps 2.02ms
v Tags
true
otlp
2| ERROR
( ERcepton Ty
6
internal
> Process: otel.library.name =__main__ service.version=0.1.0 telemetry.auto.version = 0.40b0...
v Logs (2)

> 2.04ms: event

v 2.35ms
—

This is a span event  key1 - valuel key2 - value2

exception

False

Divisible by 2!

Traceback (most recent call last):

File "/usr/local/lib/python3.11/site-packages/op
entelemetry/trace/__init__.py", line 573, in use_s
pan

yield span

File "/usr/local/lib/python3.11/site-packages/op
entelemetry/sdk/trace/__init__.py", line 1045, in
start_as_current_span

yield span_context
File "/app/server.py", line 45, in do_roll




RecordException
RecordError

Set span status to

if necessary
Can be used to record
additional information







LogRecord #0
ObservedTimestamp: 1970-01-01 00:00:00 +0000 UTC
Timestamp: 2023-09-07 18:54:40.27992576 +0000 UTC
» SeverityText: ERROR

/i SeverityNumber: Error(17)

Body: Str(This is a log message)

Attributes:
—> otelSpanID: Str(7719ab77fee23364)
—> otelTracelID: Str(c22413805bf71b4389ff8823dc3f7dde)
—> otelTraceSampled: Bool(true)

MessZad —> otelServiceName: Str(py-otel-server)

Severfty Trace ID: c22413805bf71b4389ff8823dc3f7dde

Timestamp Span ID: 7719ab77fee23364

Logs /



varni ng

Critictal

Debug

Info l
Warning l
Error l
Critical l




LogRecord #0

ObservedTimestamp: 1970-01-01 00:00:00 +0000 UTC
Timestamp: 2023-09-07 18:54:40.27992576 +0000 UTC
SeverityText: ERROR

SeverityNumber: Error(17)

Body: Str(This is a log message)

Attributes.
—> otelSnanID: Str(7719ah77fee23364)

—> otellracelD: Str(c22413805bT/1b43891f8823dc3f7dde)

Same Span \§
Same Trace <X

Span-#2
Trace ID
ID
Name
Kind
Start time
End time
Status code

Attributes:

—> roll.value:

Events:
SpanEvent #0

=> otlelTraceSanpled: Booliirue)

—> otelServiceName: Str(py-otel-server)
Trace ID: c22413805bf71b4389ff8823dc3f7dde
Span ID: 7719ab77fee23364

* €22413805bf71b4389ff8823dc3f7dde

: 7719ab77fee23364

i ao_rodt

: Internal

1 2023-09-07 18:54:40.279891425 +0000 UTC
1 2023-09-07 18:54:40.279990259 +0000 UTC

: Unset
Status message :

Int(3)

—> Name: This is a span event
—> Timestamp: 2023-09-07 18:54:40.279906934 +0000 UTC
—> DroppedAttributesCount: @







vs APM agent data

OTel models Transactions Span kind
errors mean impacts

differently. something error rate
slightly reporting.
different.
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000 def do_roll():

res = randint(1, 6)
import logging
from random import randint
from flask import Flask

with tracer.start_as_current_span("do_roll") as span:
span = trace.get_current_span()
span.set_attribute("roll.value", res)

from opentelemetry import trace, metrics

attributes = {}
attributes["keyl"] = "valuel"
attributes["key2"] = "value2"

app = Flask(__name__)
logging.getlLogger().setLevel(logging.DEBUG)

; span.add_event("This is a span event", attributes=attributes)
@app.route("/rolldice")

def roll_dice():
logging.getLogger().debug(
"This is a log message associated to an auto-instrumented span." )
)
res = ""
try:
res = str(do_roll())
except Exception as e:
res = "0"
with tracer.start_as_current_span("even_number") as span:
span.record_exception(e)
logging.getLogger().error(
"Uh-oh. We have an exception."

logging.getLogger().info(
"This is a log message!"

request_counter.add(1)
if res % 2 == 0:

raise Exception("Divisible by 2!")

return res

)

if __name__ == "__main__":

el L tracer = trace.get_tracer_provider().get_tracer(__name__)

meter = metrics.get_meter_provider().get_meter(__name__)
request_counter = meter.create_counter(
name="request_counter", description="Number of requests", unit="1"

)

app.run(host="0.0.0.0", port=8082, debug=True, use_reloader=False)
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summary

Error handling is challenging l Er::;:r:::: ga;‘psavxlzcents l

l Data visualization l
Risicsnieint differences

Record errors through spans
and logs - correlation!
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Geeking Out Podcast
Cool tech topics! (Guests

include Kelsey Hightower)
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Handy

resources

Errors Example
Repo on GitHub

The inspirational post

Dude, Where’s My
Error Blog Post

OpenTelemetry Spec
Compliance Matrix



https://github.com/avillela/otel-errors-talk
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