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Who am I?

Software engineer turned Cloud Enthusiast 

Kubernetes wizard 

Linux Nerd 
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August 2024August 2024



Link to blog

https://www.dynatrace.com/news/blog/context-aware-security-incident-response/
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$ root@simpecms-...:/root#



$ root@simpecms-...:/root# env
KUBERNETES_SERVICE_PORT_HTTPS=443
KUBERNETES_SERVICE_PORT=443
HOSTNAME=simpecms-6c4bfc97cd-wdnhv
PHP_VERSION=7.4.9
APACHE_CONFDIR=/etc/apache2
PHP_LDFLAGS=-Wl,-O1 -pie
PWD=/var/www/html
HOME=/root
KUBERNETES_PORT_443_TCP=tcp://10.96.0.1:443
TERM=xterm
PHP_URL=https://www.php.net/distributions/php-7.4.9.tar.xz
...



KUBERNETES_SERVICE_PORT_HTTPS=443
KUBERNETES_SERVICE_PORT=443

KUBERNETES_PORT_443_TCP=tcp://10.96.0.1:443

$ root@simpecms-...:/root# env

HOSTNAME=simpecms-6c4bfc97cd-wdnhv
PHP_VERSION=7.4.9
APACHE_CONFDIR=/etc/apache2
PHP_LDFLAGS=-Wl,-O1 -pie
PWD=/var/www/html
HOME=/root

TERM=xterm
PHP_URL=https://www.php.net/distributions/php-7.4.9.tar.xz
...



$ root@simpecms-...:/root# ls -al /var/run/secrets/



$ root@simpecms-...:/root# ls -al /var/run/secrets/
total 20
drwxr-xr-x 4 root root 4096 Jan  5 09:57 .
drwxr-xr-x 1 root root 4096 Jan  5 09:57 ..
drwxr-xr-x 2 root root 4096 Jan  5 09:57 eks.amazonaws.com
drwxr-xr-x 3 root root 4096 Jan  5 09:57 kubernetes.io



drwxr-xr-x 2 root root 4096 Jan  5 09:57 eks.amazonaws.com

$ root@simpecms-...:/root# ls -al /var/run/secrets/
total 20
drwxr-xr-x 4 root root 4096 Jan  5 09:57 .
drwxr-xr-x 1 root root 4096 Jan  5 09:57 ..

drwxr-xr-x 3 root root 4096 Jan  5 09:57 kubernetes.io



$ root@simpecms-...:/root# ls -al /var/run/secrets/
total 20
drwxr-xr-x 4 root root 4096 Jan  5 09:57 .
drwxr-xr-x 1 root root 4096 Jan  5 09:57 ..
drwxr-xr-x 2 root root 4096 Jan  5 09:57 eks.amazonaws.com
drwxr-xr-x 3 root root 4096 Jan  5 09:57 kubernetes.io

$ root@simpecms-...:/root# ls -al /var/run/secrets/eks.amazonaws.com/
total 12
drwxr-xr-x 2 root root 4096 Jan  5 09:57 .
drwxr-xr-x 4 root root 4096 Jan  5 09:57 ..
-rw-r--r-- 1 root root   16 Jan  5 09:57 access_key_token



-rw-r--r-- 1 root root   16 Jan  5 09:57 access_key_token

$ root@simpecms-...:/root# ls -al /var/run/secrets/
total 20
drwxr-xr-x 4 root root 4096 Jan  5 09:57 .
drwxr-xr-x 1 root root 4096 Jan  5 09:57 ..
drwxr-xr-x 2 root root 4096 Jan  5 09:57 eks.amazonaws.com
drwxr-xr-x 3 root root 4096 Jan  5 09:57 kubernetes.io

$ root@simpecms-...:/root# ls -al /var/run/secrets/eks.amazonaws.com/
total 12
drwxr-xr-x 2 root root 4096 Jan  5 09:57 .
drwxr-xr-x 4 root root 4096 Jan  5 09:57 ..



$ root@simpecms-...:/root# cat /v/r/s/eks.amazonaws.com/access_key_token

$ root@simpecms-...:/root# ls -al /var/run/secrets/
total 20
drwxr-xr-x 4 root root 4096 Jan  5 09:57 .
drwxr-xr-x 1 root root 4096 Jan  5 09:57 ..
drwxr-xr-x 2 root root 4096 Jan  5 09:57 eks.amazonaws.com
drwxr-xr-x 3 root root 4096 Jan  5 09:57 kubernetes.io

$ root@simpecms-...:/root# ls -al /var/run/secrets/eks.amazonaws.com/
total 12
drwxr-xr-x 2 root root 4096 Jan  5 09:57 .
drwxr-xr-x 4 root root 4096 Jan  5 09:57 ..
-rw-r--r-- 1 root root   16 Jan  5 09:57 access_key_token
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Cgroups

Limit resource usage (CPU, Memory)



Namespaces

Separate areas (Networking, Mounts)



How do we get theHow do we get the
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into the container?into the container?
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apiVersion: v1
kind: Pod
metadata:
  name: "myapp"
  namespace: default
spec:
  containers:
  - name: myapp
    image: "myapp:latest"
    volumeMounts:
    - name: honey-volume
      readOnly: true
      subPath: token
      mountPath: /run/secrets/eks.amazonaws.com/s3_token
  volumes:
    - name: honeytoken
      secret:
        secretName: honeytoken



  volumes:
    - name: honeytoken

apiVersion: v1
kind: Pod
metadata:
  name: "myapp"
  namespace: default
spec:
  containers:
  - name: myapp
    image: "myapp:latest"
    volumeMounts:
    - name: honey-volume
      readOnly: true
      subPath: token
      mountPath: /run/secrets/eks.amazonaws.com/s3_token

      secret:
        secretName: honeytoken



      secret:
        secretName: honeytoken

apiVersion: v1
kind: Pod
metadata:
  name: "myapp"
  namespace: default
spec:
  containers:
  - name: myapp
    image: "myapp:latest"
    volumeMounts:
    - name: honey-volume
      readOnly: true
      subPath: token
      mountPath: /run/secrets/eks.amazonaws.com/s3_token
  volumes:
    - name: honeytoken



  volumes:
    - name: honeytoken
      secret:
        secretName: honeytoken

apiVersion: v1
kind: Pod
metadata:
  name: "myapp"
  namespace: default
spec:
  containers:
  - name: myapp
    image: "myapp:latest"
    volumeMounts:
    - name: honey-volume
      readOnly: true
      subPath: token
      mountPath: /run/secrets/eks.amazonaws.com/s3_token



    volumeMounts:
    - name: honey-volume
      readOnly: true
      subPath: token
      mountPath: /run/secrets/eks.amazonaws.com/s3_token

apiVersion: v1
kind: Pod
metadata:
  name: "myapp"
  namespace: default
spec:
  containers:
  - name: myapp
    image: "myapp:latest"

  volumes:
    - name: honeytoken
      secret:
        secretName: honeytoken



      subPath: token
      mountPath: /run/secrets/eks.amazonaws.com/s3_token

apiVersion: v1
kind: Pod
metadata:
  name: "myapp"
  namespace: default
spec:
  containers:
  - name: myapp
    image: "myapp:latest"
    volumeMounts:
    - name: honey-volume
      readOnly: true

  volumes:
    - name: honeytoken
      secret:
        secretName: honeytoken
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Runtime



Runtime

Differ



Runtime

Differ

and a few more



Differ PluginsDiffer Plugins



// Diff service creates and applies diffs
service Diff {

// Apply applies the content associated with the provided digests onto
// the provided mounts. Archive content will be extracted and
// decompressed if necessary.
rpc Apply(ApplyRequest) returns (ApplyResponse);

// Diff creates a diff between the given mounts and uploads the result
// to the content store.
rpc Diff(DiffRequest) returns (DiffResponse);

}



rpc Diff(DiffRequest) returns (DiffResponse);

// Diff service creates and applies diffs
service Diff {

// Apply applies the content associated with the provided digests onto
// the provided mounts. Archive content will be extracted and
// decompressed if necessary.
rpc Apply(ApplyRequest) returns (ApplyResponse);

// Diff creates a diff between the given mounts and uploads the result
// to the content store.

}



message DiffRequest {
repeated containerd.types.Mount left = 1;
repeated containerd.types.Mount right = 2;
string media_type = 3;
string ref = 4;
map<string, string> labels = 5;
google.protobuf.Timestamp source_date_epoch = 6;

}



Node ResourceNode Resource
InterfaceInterface
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  * CRI-O



type handlers struct {
Configure           func(...) (api.EventMask, error)
Synchronize         func(...) ([]*api.ContainerUpdate, error)
Shutdown            func(...)
RunPodSandbox       func(...) error
StopPodSandbox      func(...) error
RemovePodSandbox    func(...) error
CreateContainer     func(...) (*api.ContainerAdjustment, []*api.ContainerUpdate, error)
StartContainer      func(...) error
UpdateContainer     func(...) ([]*api.ContainerUpdate, error)
StopContainer       func(...) ([]*api.ContainerUpdate, error)
RemoveContainer     func(...) error
PostCreateContainer func(...) error
PostStartContainer  func(...) error
PostUpdateContainer func(...) error

}



CreateContainer     func(...) (*api.ContainerAdjustment, []*api.ContainerUpdate, error)

type handlers struct {
Configure           func(...) (api.EventMask, error)
Synchronize         func(...) ([]*api.ContainerUpdate, error)
Shutdown            func(...)
RunPodSandbox       func(...) error
StopPodSandbox      func(...) error
RemovePodSandbox    func(...) error

StartContainer      func(...) error
UpdateContainer     func(...) ([]*api.ContainerUpdate, error)
StopContainer       func(...) ([]*api.ContainerUpdate, error)
RemoveContainer     func(...) error
PostCreateContainer func(...) error
PostStartContainer  func(...) error
PostUpdateContainer func(...) error

}



type ContainerAdjustment struct {
Annotations map[string]string
Mounts      []*Mount
Env         []*KeyValue
Hooks       *Hooks
Linux       *LinuxContainerAdjustment
Rlimits     []*POSIXRlimit
CDIDevices  []*CDIDevice

}



Mounts      []*Mount

type ContainerAdjustment struct {
Annotations map[string]string

Env         []*KeyValue
Hooks       *Hooks
Linux       *LinuxContainerAdjustment
Rlimits     []*POSIXRlimit
CDIDevices  []*CDIDevice

}



Hooks       *Hooks

type ContainerAdjustment struct {
Annotations map[string]string
Mounts      []*Mount
Env         []*KeyValue

Linux       *LinuxContainerAdjustment
Rlimits     []*POSIXRlimit
CDIDevices  []*CDIDevice

}
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Honeytokens = FilesHoneytokens = Files



ext2, ext3, ext3

BTRFS

XFS

ZFS

and many more
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What about OCI Hooks?



type Hook struct {
Path    string
Args    []string
Env     []string
Timeout *OptionalInt

}



Path    string
type Hook struct {

Args    []string
Env     []string
Timeout *OptionalInt

}



Args    []string

type Hook struct {
Path    string

Env     []string
Timeout *OptionalInt

}



Env     []string

type Hook struct {
Path    string
Args    []string

Timeout *OptionalInt
}



Timeout *OptionalInt

type Hook struct {
Path    string
Args    []string
Env     []string

}



type Hook struct {
Path    string
Args    []string
Env     []string
Timeout *OptionalInt

}



type Hooks struct {
Prestart        []*Hook
CreateRuntime   []*Hook
CreateContainer []*Hook
StartContainer  []*Hook
Poststart       []*Hook
Poststop        []*Hook

}



CreateContainer []*Hook

type Hooks struct {
Prestart        []*Hook
CreateRuntime   []*Hook

StartContainer  []*Hook
Poststart       []*Hook
Poststop        []*Hook

}



Link to docs

https://github.com/opencontainers/runtime-spec/blob/v1.2.0/config.md#createContainer-hooks


For now just file injection
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beesting-hook is embedded into
Beesting



$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.024708ms
You can also run [skaffold run --tail] to get the logs



$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.024708ms
You can also run [skaffold run --tail] to get the logs

$ k apply -f HACK/dummy.yaml
deployment.apps/dummy created



$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.024708ms
You can also run [skaffold run --tail] to get the logs

$ k apply -f HACK/dummy.yaml
deployment.apps/dummy created

$ k get pods
NAME                        READY   STATUS              RESTARTS     AGE
beesting-agent-q9s2d        1/1     Running             0            54s
dummy-8984df79-zpvnm        0/1     RunContainerError   2 (4s ago)   20s



$ k describe pod dummy-8984df79-zpvnm
Name:             dummy-8984df79-zpvnm
Namespace:        default
Priority:         0
Service Account:  default
Node:             beestinger-control-plane/172.18.0.3
...
Events:
Type    Reason  Age              From     Message
----    ------  ----             ----     -------
...
Warning Failed  8s (x4 over 49s) kubelet  Error:   failed  to   create  containerd
                                          task:  failed to  create shim  task: OCI
                                          runtime   create  failed:   runc  create
                                          failed:   unable   to  start   container
                                          process:  error  during container  init:
                                          error   running   hook   #1:   fork/exec
                                          /tmp/beesting/beesting-hook:
                                          permission denied: unknown



                                          permission denied: unknown

$ k describe pod dummy-8984df79-zpvnm
Name:             dummy-8984df79-zpvnm
Namespace:        default
Priority:         0
Service Account:  default
Node:             beestinger-control-plane/172.18.0.3
...
Events:
Type    Reason  Age              From     Message
----    ------  ----             ----     -------
...
Warning Failed  8s (x4 over 49s) kubelet  Error:   failed  to   create  containerd
                                          task:  failed to  create shim  task: OCI
                                          runtime   create  failed:   runc  create
                                          failed:   unable   to  start   container
                                          process:  error  during container  init:
                                          error   running   hook   #1:   fork/exec
                                          /tmp/beesting/beesting-hook:



Error:  failed  to   create  containerd  task:  failed  to   create  shim  task:
OCI  runtime  create failed:  runc  create  failed:  unable to  start  container
process:  error  during  container  init:   error  running  hook  #1:  fork/exec
/tmp/beesting/beesting-hook: permission denied: unknown



$ root@beestinger-control-plane:/# mount
proc on /proc type proc (rw,nosuid,nodev,noexec,relatime)
tmpfs on /dev type tmpfs (rw,nosuid,size=65536k,mode=755,inode64)
devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmode=666)
sysfs on /sys type sysfs (ro,nosuid,nodev,noexec,relatime)
...
mqueue on /dev/mqueue type mqueue (rw,nosuid,nodev,noexec,relatime)
shm on /dev/shm type tmpfs (rw,nosuid,nodev,noexec,relatime,size=65536k,inode64)
tmpfs on /tmp type tmpfs (rw,nosuid,nodev,noexec,relatime,inode64)
/dev/vda1 on /var type ext4 (rw,relatime,discard,errors=remount-ro)
devpts on /dev/console type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmode=666)
tmpfs on /run/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k,inode64)
...



tmpfs on /tmp type tmpfs (rw,nosuid,nodev,noexec,relatime,inode64)

$ root@beestinger-control-plane:/# mount
proc on /proc type proc (rw,nosuid,nodev,noexec,relatime)
tmpfs on /dev type tmpfs (rw,nosuid,size=65536k,mode=755,inode64)
devpts on /dev/pts type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmode=666)
sysfs on /sys type sysfs (ro,nosuid,nodev,noexec,relatime)
...
mqueue on /dev/mqueue type mqueue (rw,nosuid,nodev,noexec,relatime)
shm on /dev/shm type tmpfs (rw,nosuid,nodev,noexec,relatime,size=65536k,inode64)

/dev/vda1 on /var type ext4 (rw,relatime,discard,errors=remount-ro)
devpts on /dev/console type devpts (rw,nosuid,noexec,relatime,gid=5,mode=620,ptmxmode=666)
tmpfs on /run/lock type tmpfs (rw,nosuid,nodev,noexec,relatime,size=5120k,inode64)
...



/opt/cni/bin

cni/pkg/install/install.go

https://github.com/istio/istio/blob/1.24.2/cni/pkg/install/install.go#L57-L64


containerD

NRI

beesting-hook

beesting

my-fancy-service (container)

/run/secrets/eks.amazonaws.com/access_key_token
(file)

creates

registers
CreateContainer

hook

creates

exposes

OCI
Runtime
(runC)

invokescreate
container

on CreateContainer inject 
CreateContainer OCI hook

put beesting-hook somewhere accessible
from the host (e.g. hostPath volume)
in an atomic file operation

extracted to
/tmp/beesting



containerD

NRI

beesting-hook

beesting

my-fancy-service (container)

/run/secrets/eks.amazonaws.com/access_key_token
(file)

creates

registers
CreateContainer

hook

creates

exposes

OCI
Runtime
(runC)

invokescreate
container

on CreateContainer inject 
CreateContainer OCI hook

put beesting-hook somewhere accessible
from the host (e.g. hostPath volume)
in an atomic file operation

extracted to
/opt/beesting/bin



$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.024708ms
You can also run [skaffold run --tail] to get the logs

$ k delete -f HACK/dummy.yaml
deployment.apps/dummy deleted

$ k apply -f HACK/dummy.yaml
deployment.apps/dummy created

$ k get pods
NAME                        READY   STATUS              RESTARTS     AGE
beesting-agent-q9s2d        1/1     Running             0            30s
dummy-8984df79-zpvnm        1/1     Running             0            52s



dummy-8984df79-zpvnm        1/1     Running             0            52s

$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.024708ms
You can also run [skaffold run --tail] to get the logs

$ k delete -f HACK/dummy.yaml
deployment.apps/dummy deleted

$ k apply -f HACK/dummy.yaml
deployment.apps/dummy created

$ k get pods
NAME                        READY   STATUS              RESTARTS     AGE
beesting-agent-q9s2d        1/1     Running             0            30s



$ k exec deploy/dummy -it -- ls -alh /var/run/secrets/eks.amazonaws.com/
total 12K
drwxr-xr-x    2 root     root        4.0K Jan  6 15:11 .
drwxr-xr-x    4 root     root        4.0K Jan  6 15:11 ..
-r--r--r--    1 root     root          16 Jan  6 15:11 access_key_token



Too muchToo much
complexitycomplexity



Next tryNext try

Replace hook with bind mountReplace hook with bind mount



host-1

root (mount namespace)

container-1 (mount namespace)

/dev/sda1 (disk)

inode 123

bind mount

file is accessible from both locations

/tmp/beesting/container1-token

/var/run/secrets/eks.amazon.com/access_token



containerD

NRI

/tmp/beesting/container-1-token

beesting

my-fancy-service (container)

/run/secrets/eks.amazonaws.com/access_key_token
(file)

bind mounts

registers
CreateContainer

hook

creates

exposes

on CreateContainer inject 
Bind mount with honeytoken
into the container



containerD

NRI

/tmp/beesting/container-1-token

beesting

my-fancy-service (container)

/run/secrets/eks.amazonaws.com/access_key_token
(file)

bind mounts

registers
CreateContainer

hook

creates

exposes

on CreateContainer inject 
Bind mount with honeytoken
into the container



containerD

NRI

/tmp/beesting/container-1-token

beesting

my-fancy-service (container)

/run/secrets/eks.amazonaws.com/access_key_token
(file)

bind mounts

registers
CreateContainer

hook

creates

exposes

on CreateContainer inject 
Bind mount with honeytoken
into the container



containerD

NRI

/tmp/beesting/container-1-token

beesting

my-fancy-service (container)

/run/secrets/eks.amazonaws.com/access_key_token
(file)

bind mounts

registers
CreateContainer

hook

creates

exposes

on CreateContainer inject 
Bind mount with honeytoken
into the container



$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.024708ms
You can also run [skaffold run --tail] to get the logs

$ k delete -f HACK/dummy.yaml
deployment.apps/dummy deleted

$ k apply -f HACK/dummy.yaml
deployment.apps/dummy created

$ k get pods
NAME                        READY   STATUS              RESTARTS     AGE
beesting-agent-x2g8w        1/1     Running             0            30s
dummy-8984df79-isz1s        1/1     Running             0            52s



dummy-8984df79-isz1s        1/1     Running             0            52s

$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.024708ms
You can also run [skaffold run --tail] to get the logs

$ k delete -f HACK/dummy.yaml
deployment.apps/dummy deleted

$ k apply -f HACK/dummy.yaml
deployment.apps/dummy created

$ k get pods
NAME                        READY   STATUS              RESTARTS     AGE
beesting-agent-x2g8w        1/1     Running             0            30s



$ k exec deploy/dummy -it -- ls -alh /var/run/secrets/eks.amazonaws.com/
total 12K
drwxr-xr-x    2 root     root        4.0K Jan  6 16:51 .
drwxr-xr-x    4 root     root        4.0K Jan  6 16:51 ..
-r--r--r--    1 root     root          16 Jan  6 16:51 access_key_token



-r--r--r--    1 root     root          16 Jan  6 16:51 access_key_token

$ k exec deploy/dummy -it -- ls -alh /var/run/secrets/eks.amazonaws.com/
total 12K
drwxr-xr-x    2 root     root        4.0K Jan  6 16:51 .
drwxr-xr-x    4 root     root        4.0K Jan  6 16:51 ..





How do we detectHow do we detect

File access?File access?
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eBPF Comic by Philipp Meier and Thomas Graf



Source Code

eBPF VM

ByteCode

compiles to
runs
on

Linux Kernel

Native Machine 
Code

JIT compiles to 

Verifier ensures safety
before program is loaded 
into the kernel



Unbounded Loops



Unbounded Loops
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Map Types
HashTable, Arrays

LRU (Least Recently Used)

Perf and Ring Buffer

…





Helpers
bpf_get_current_pid_tgid

bpf_map_lookup_elem

bpf_map_delete_elem

…



What is a file?



machine-1

/dev/sda1 (FileSystem)

Data

Inode Table File Blocks

1

2

3

4

Data

Data

Data

also contains:
 * FileType
 * Permissions
 * Owner
 * Group
 * Size
 * Timestamp

Inode Number Points to File Blocks on the disk



open

openat

symlinks

…
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Linux Security
Modules



Beesting doesn't use LSM directly



my-fancy-service

Userspace

Kernel

open
(syscall)

security_file_open
(function)VFS

open file 
/tmp/token

opens
file from

file system

check if
process has

access

Beesting
eBPF Program

attach
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Kernel
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(syscall)

security_file_open
(function)VFS

open file 
/tmp/token

opens
file from

file system

check if
process has

access

Beesting
eBPF Program

attach



my-fancy-service

Userspace

Kernel

open
(syscall)

security_file_open
(function)VFS

open file 
/tmp/token

opens
file from

file system

check if
process has

access

Beesting
eBPF Program

attach



my-fancy-service

Userspace

Kernel

open
(syscall)

security_file_open
(function)VFS

open file 
/tmp/token

opens
file from

file system

check if
process has

access

Beesting
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attach



my-fancy-service

Userspace

Kernel

open
(syscall)

security_file_open
(function)VFS

open file 
/tmp/token

opens
file from

file system

check if
process has

access

Beesting
eBPF Program

attach



my-fancy-service

Userspace

Kernel

open
(syscall)

security_file_open
(function)VFS

open file 
/tmp/token

opens
file from

file system

check if
process has

access

Beesting
eBPF Program

attach



PoCv3 is based on PoCv2



containerD

NRI

/tmp/beesting/container-1-token

beesting

my-fancy-service (container)

/run/secrets/eks.amazonaws.com/access_key_token
(file)

bind mounts

registers
CreateContainer

hook

creates

exposes

on CreateContainer inject 
Bind mount with honeytoken
into the container

monitors
access

record inode num
of the created file

hook security_file_open and see if a known 
inode+device combo does come up



containerD

NRI

/tmp/beesting/container-1-token

beesting

my-fancy-service (container)

/run/secrets/eks.amazonaws.com/access_key_token
(file)

bind mounts

registers
CreateContainer

hook

creates

exposes

on CreateContainer inject 
Bind mount with honeytoken
into the container

monitors
access

record inode num
of the created file

hook security_file_open and see if a known 
inode+device combo does come up



beesting

security_file_open

monitor_file_access
(eBPF Program)

hooks

files_to_watch
(eBPF HashMap)

loads

check if
inode

is token

puts
inodes

key = (inode num, device)
value = u8

values is unused, since hashmap
is used more like a set

events
(eBPF ringbuf)

reads
events

push
event

when a token access has been
detected, push event to ringbuf

STDOUT

writes alert
to

when event from ringbuf is read,
write alert with  info such as PID,
pod, namespace to STDOUT



beesting

security_file_open

monitor_file_access
(eBPF Program)

hooks

files_to_watch
(eBPF HashMap)

loads

check if
inode

is token

puts
inodes

key = (inode num, device)
value = u8

values is unused, since hashmap
is used more like a set

events
(eBPF ringbuf)

reads
events

push
event

when a token access has been
detected, push event to ringbuf

STDOUT

writes alert
to

when event from ringbuf is read,
write alert with  info such as PID,
pod, namespace to STDOUT



beesting

security_file_open

monitor_file_access
(eBPF Program)

hooks

files_to_watch
(eBPF HashMap)

loads

check if
inode

is token

puts
inodes

key = (inode num, device)
value = u8

values is unused, since hashmap
is used more like a set

events
(eBPF ringbuf)

reads
events

push
event

when a token access has been
detected, push event to ringbuf

STDOUT

writes alert
to

when event from ringbuf is read,
write alert with  info such as PID,
pod, namespace to STDOUT



beesting

security_file_open

monitor_file_access
(eBPF Program)

hooks

files_to_watch
(eBPF HashMap)

loads

check if
inode

is token

puts
inodes

key = (inode num, device)
value = u8

values is unused, since hashmap
is used more like a set

events
(eBPF ringbuf)

reads
events

push
event

when a token access has been
detected, push event to ringbuf

STDOUT

writes alert
to

when event from ringbuf is read,
write alert with  info such as PID,
pod, namespace to STDOUT



beesting

security_file_open

monitor_file_access
(eBPF Program)

hooks

files_to_watch
(eBPF HashMap)

loads

check if
inode

is token

puts
inodes

key = (inode num, device)
value = u8

values is unused, since hashmap
is used more like a set

events
(eBPF ringbuf)

reads
events

push
event

when a token access has been
detected, push event to ringbuf

STDOUT

writes alert
to

when event from ringbuf is read,
write alert with  info such as PID,
pod, namespace to STDOUT



$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.103810ms
You can also run [skaffold run --tail] to get the logs

$ k delete -f HACK/dummy.yaml
deployment.apps/dummy deleted

$ k apply -f HACK/dummy.yaml
deployment.apps/dummy created

$ k get pods
NAME                   READY   STATUS    RESTARTS   AGE
beesting-agent-svpzl   1/1     Running   0          20s
dummy-8984df79-kddjh   1/1     Running   0          13s



dummy-8984df79-kddjh   1/1     Running   0          13s

$ skaffold run
...
Waiting for deployments to stabilize...
Deployments stabilized in 5.103810ms
You can also run [skaffold run --tail] to get the logs

$ k delete -f HACK/dummy.yaml
deployment.apps/dummy deleted

$ k apply -f HACK/dummy.yaml
deployment.apps/dummy created

$ k get pods
NAME                   READY   STATUS    RESTARTS   AGE
beesting-agent-svpzl   1/1     Running   0          20s



$ k exec deploy/dummy -- ls -alh /var/run/secrets/eks.amazonaws.com/
total 12K
drwxr-xr-x    2 root     root        4.0K Jan 11 09:14 .
drwxr-xr-x    4 root     root        4.0K Jan 11 09:14 ..
-rw-r--r--    1 root     root          16 Jan 11 09:14 access_key_token



-rw-r--r--    1 root     root          16 Jan 11 09:14 access_key_token

$ k exec deploy/dummy -- ls -alh /var/run/secrets/eks.amazonaws.com/
total 12K
drwxr-xr-x    2 root     root        4.0K Jan 11 09:14 .
drwxr-xr-x    4 root     root        4.0K Jan 11 09:14 ..



$ k exec deploy/dummy -- ls -alh /var/run/secrets/eks.amazonaws.com/
total 12K
drwxr-xr-x    2 root     root        4.0K Jan 11 09:14 .
drwxr-xr-x    4 root     root        4.0K Jan 11 09:14 ..
-rw-r--r--    1 root     root          16 Jan 11 09:14 access_key_token

$ k exec deploy/dummy -- cat /var/run/secrets/eks.amazonaws.com/access_key_token
2yWeFNuHzb7wUw==



$ k exec deploy/dummy -- ls -alh /var/run/secrets/eks.amazonaws.com/
total 12K
drwxr-xr-x    2 root     root        4.0K Jan 11 09:14 .
drwxr-xr-x    4 root     root        4.0K Jan 11 09:14 ..
-rw-r--r--    1 root     root          16 Jan 11 09:14 access_key_token

$ k exec deploy/dummy -- cat /var/run/secrets/eks.amazonaws.com/access_key_token
2yWeFNuHzb7wUw==

$ k logs ds/beesting-agent --tail=2
time=2025-01-11T09:14:37.455Z level=DEBUG msg="watch inode" token.Inode=92 token.Dev=78
2025-01-11T09:23:17Z ý  Honey Token Access Detected!
    Pod: default/dummy-8984df79-kddjh
    Container: dummy-pod,
    PID: 379512,
    StartTime: 584352740276296
    Comm: cat





Further research

File injection based on PoCv1



beesting

beesting-hook
(OCI Hook)

beesting-socket
(unix socket)

exposes
API

sends inodes
to watch

monitoring is the same as PoCv3



beesting

beesting-hook
(OCI Hook)

beesting-socket
(unix socket)

exposes
API

sends inodes
to watch

monitoring is the same as PoCv3

Would survive node restart
How to secure it?



Further research

Hook read operations and scan for
pattern



Very flexible



https://github.com/patrickpichler/beesting/

https://github.com/patrickpichler/beesting/


https://patrickpichler.dev

https://patrickpichler.dev/





