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TalosOS
The OS Kubernetes Deserves



Who has experience with 
Kubernetes?



Who has experience with 
TalosOS?



Who is mainly here for the 
FREE Beer and Food?



Linux



How I became a Talos fan



  Pets VS Cattle

VS



  Pets VS Herd

VS



Siegfried Stumpfer



What is TalosOS?

● Immutable
● Atomic
● Minimal
● Ephemeral
● API-Driven Kubernetes First
● Hardened (Kernel Self Protection Project)
● Configured via YAML



TalosOS Setup



Scenario
(Hypothetical)



Current Team situation











Team Talos
Manages their Cluster with Talos



Team Two
Manages their Cluster with Ubuntu



Billy tries SSH



Billy tries to SSH - Team Two

● If password right => gets in

● RBAC



Billy tries to SSH - Team Talos

● There is no SSH installed



Setup Access to Talos - Gen Secrets



Setup Access to Talos - Gen config



Monitor Output



Billy walks to Machine - Team Talos



Billy walks to Machine - Team Two



Destroy a Node



Billy destroys node - Team Talos



Reset Talos Nodes





Billy destroys node - Team Two



Upgrades an OS
(and corrupts it)



Billy upgrades System - Team Talos

● A/B Rollout

● Atomic Failure

● Logs of what failures occurred



Billy upgrades System - Team Two

● Partially Applied updates

● Pray to god you have backup Snapshots

● Manual Intervention or complex systems needed



This is Dimitry



Dimitry attempts Hack - Team Talos

1. /sbin/init => custom Init instead of Systemd
2. /bin/containerd => Container Runtime (also CRI-O support)
3. /bin/runc => What runs Containerd
4. /sbin/modprobe => configuring Kernel Modules
5. /sbin/lvm => Linux logical Volumes
6. /sbin/dmsetup => more complex Disk situations
7. /sbin/udevd => manage kernel Messages
8. /sbin/mkfs.xfs => create xfs file system
9. /sbin/xfs_repair => repair xfs file systems

10. /sbin/xtables-legacy-multi => System linked to iptables and ip6tables



Dimitry attempts Hack - Team Two

● What ever you have installed is attackable

● No limits to attack surface



But you could….



Downsides

● Only and only kubernetes
● Most benefits gone in hybrid clusters
● No shell or SSH => different philosophy
● Able to be used insecure (non-default)
● Only recent ISCSI support



Demo
Talos Cluster



● Siegfried Stumpfer

● Work:  Software 
Engineer / SRE 
@Cloudflight 

● Interests: All things Tech, 
Gardening, Reading

● Municipal council member



Thank you! Questions?


