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#_J Former security researcher @ Dynatrace

Enjoys exploring cybersecurity and Al

() Magier @} Markus


https://github.com/Magier
https://www.linkedin.com/in/markus-gierlinger/

Whois Molly?

= New and only SecOps Engineer at Wish Ltd.
=  Wish Ltd. has ~300 employees
= Heavy use of Kubernetes

= Previously ~3 years experience as SRE

= Responsible for “securing” the product




What does
"secure” mean?
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Defense in Depth
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expat CVE-2019-15903 2.2.6-r0 2.2.7-r1 expat: heap-based buffer over-read via crafted XML input

libcryptol.1 | CVE-2019-1543 1.1.1a-r1 1.1.1b-r1 openssl: ChaCha20-Poly1305 with long nonces

‘ Falcosidekick Ul - 93504  Critical = 4227 - 1842 | Emor 11244  Informational 17389  Notice 25623 -33179

DASHBOARD  EVENTS INFO

libcryptol.1 | CVE-2020-1967

libcryptol.1 | CVE-2021-23840

5 [leor | 15 | womaiona | 55 | ot 27

1ibcryptoI1. 1 | CVE-2021-3450

souce ' oupn
. ) Detect Polkit pkexec Local Privilege Escalation Exploit (CVE-2021-4034) (user + loginname uid=%user.loginuid command=%proc.cmdline
libss11.1 CVE-2019-1543 2 Lol Prviege Eocolin  oepros oy

Vulnerabilty (C 034)
Vulnerability (CVE:2021-4034) procargs %procargs | procemdine  %proccmdine | userloginname | %userloginname | userloginuid | %userloginuid mitre_privilege._escalation

Mount was executed inside a privileged container (user=%user.name user_loginuid=%user loginuid command=%proc.cmdiine %container.info

A ount Launched in Privileged image=%containerimage.repository %container.image.tag) [ contaner X cis §
libssl11.1 CVE-2020-1967 ount 9

12:18:12:561 Container containerimage.repository %containerimage.repository | containerimagefag %containerimagetag | containerinfo %containerinfo | proc.cmdine )
“procemdine | userloginuid | userloginuid | username | susername
Symlinks created over sensitive fil username user_loginu rloginuid command=%proc.cmdine targ

Create Symiink Over Sensitive linkpath=Sev.arg.linkpath parent_process=3proc.pname)
N 12:17:58:555 Files evtarglinkpath  %evtarglinkpath | evtargarget %evtargtarget | procemdine %proccmdiine | procpname  %proc.pname | userloginuid

libss11.1 CVE-2021-23840
%user loginuid username  %username
Ingress remote file copy tool launched in container (user=3user.name user_oginui loginuid command=%proc.cmdine parent_process=%proc.pname
container_id=%container.d container_name=%container.name image=Scontainer.mage.repository.%containerimagetag)

libss11.1 CVE-2021-3450 Launch Ingress Remote File containerid %containerid | containerimagerepository ‘%containerimage repository | containerimagetag %containerimagetag | containername

Copy Tools in Container
4 %containername | kBsnsname | %kBsnsname | kdspodname  %ksspodname | procemdine| %proccmdine | procpname | %procpname

userloginuid  %userloginuid username  %user.name
tem user ran an interactive command (user=S%user.name user_loginuid=%user.loginuid command=%proc.cmdline container_id=%container.id
ge=%container.image.repository)
System user interactive conainerid | containerid | contaierimagerepostory %containermage epository | proccmdine | %proc.omdine | userloginud | xuserloginuid mite_remote.access tools

username | *%usetname

sqlite-libs CVE-2019-19244

17:38:536

Database-related program spawned process other than itself (user=%user.name user_loginuid=%user.loginuid program=%proc.cmdline parent=%proc.pname

wned process conaneid scontanerid | corfanerimagerepostory scontaneimageepostory | prooemding | sproccrdine | pospnama | rosprame
ge repository ge.rep [ pr procpr proc.pr —m\mchGH

userlognud | userloginud | useename wsername

ndiine file=%fd.name parent=4proc.pname pemdiine=3proc. pemdiine
Write below rpm database contanerid  “icontainerid | conainerimagereposiioy. %containerimage reposiory | fdname %fdname | prosemdine | %proccmdine | procpemdine
“procpemdine | procpname. %proc pname
a shell configuration file has been modified (user=%user.name user_loginuid=%userloginuid command=%proc.cmdiine pemline=3%proc.pemdiine
i _id=%container.id image=%container image.repository)
Modify Shell Configuration File contanerid  “icontanerid | containerimagereposiioy. containerimage repository | fdname  %fdname | procemdine %proccmdine | procpemdine
“procpemdine | userloginuid username  username
a shel configuration file was read by a non-shell program (user="user.name user_loginuid="userloginuid command="%proc.cmdine file=%d.name
202 " container_id=%container.id image="%container.image.repository)
2:17-09:52¢ S| vonig container.i ntainer.ic container.image.repositor ontainer.image.fepos name  %fd.name roc.emdline  %proc.cmdiine user loginui s Lo
121709520 hell Configuration File e d s P m fd e proccmdi oginuid mitre_discovery

suserloghuid | username | %username

Unexpected UDP Traffic Seen (user="%user.name user_loginuid="%user.loginuid command=%proc.cmdiine connection="%fd.name proto=sfd4proto

%evt type %evt.args container_id=%container.id image=%container.image.repository)

Unexpected UDP Traffic I coriveo RN cortsirimege epostory | [N eerse [ e [N o D







Does this make our
environments
secure?




"Defenders think in lists.
Attackers think in graphs.
As long as this is true, attackers win"


https://github.com/JohnLaTwC/Shared/blob/master/Defenders%20think%20in%20lists.%20Attackers%20think%20in%20graphs.%20As%20long%20as%20this%20is%20true%2C%20attackers%20win.md




Cloud Threat Landscape.

jonts  Actors

Techniques  Defen:

s

ABC Poster  Periodic Table  Tools  Targeted Technologies  About

Incidents

rmation

Name

Langfiow Vulnerabilty Exploited to Dellver Flodrix Botnat

3
Obtuscation

reTruck: Malicious Javaseri

campaign Using

TeamFiltration Account Takeover Campaign

NPM Supply Chain Attack Compromises 16 Popular React
Native and GlusStack Packages

P ot

B Tools

Toolkit

Vuinerabities

DragonForce Exploits SimpleHelp Vulnerabilties in
Ransomware Campaign

£ Coordinated One-Day Cloud Scanning Operation Targets 75
Exposure Points

Mimo Explots Craft CMS RCE to Deploy Cryptominer and
Proxyware in Coordinated Campaign

Ivanti EPMM RCE Vulnerability Chain Exploited in the Wild

£ UT6-Q-015 Exploits 0-Days for Espionage in Asia

Tools, Techniques & Techs J Incidents

Pub. date

June 17,2025

June 12,2025

June 1, 2025

June7,2025

June3,2025

June2,2025

May 29,2025

May 28,2025

May 28,2025

May 27,2025

May 20,2025

May19,2025

Wiz’ Cloud Threat Landscape

Unknown

Unknown

Unknown

Unknown

Unknown
£ anx-0132

Earth Lamia

DragonForce

Unknown

B Mimo operator

Unknown

ure-q-018

Initol access

1-day vunerabilty.

Denlal of service  Resource hif

End-user compromise Resourca hiacking
End-user compromise Data exfitration
Supply chain vector ‘Supply chain attack
Software misconfig Resourca hijacking

Software misconfig

1-day vunerabilty.

1-day vulnerabilty.

I-day vulnerabilty

I-day vuinerabilty

I-day vuinerabiity

0-day vuinerabilty

Resource hijacking

Webvuiné Data exftration

Supplych Ransomop

Software 1 [None.

Resource hjacking

Data exfitration

I-day i Data exfitration

Type

Campaign

Campaign

Campaign

Campaign

Campaign
Campaign

campaign

Campaign

campaign

Campaign

Campaign

Campaign

STIX  Back to}

Finalized

Finalized

stub

Finalized

Finalized

Finalized

Finalized

Finalized

Finalized

Finalized

Notstarted

Finalized

EXECUTION/ GATHER INFORMATION

Jupyter

Sysdig: Scarleteel 2.0

PRIVILEGE ESCALATION / PERSISTENCE



https://www.wiz.io/cloud-threat-landscape
https://https//sysdig.com/blog/scarleteel-2-0/
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MITRE ATT &CK - Containers Matrix


https://attack.mitre.org/matrices/enterprise/containers/

Attack Graph

= combination of TTPs
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Models all possible attack paths
Full visiblity of environment
Contextualizes findings

Enables advanced analysis




Attack Path Analysis Tools

\@BEHOUNO

KubeHound

by DATADOG

= 25TTPs
= 25TTPs
= uses Neo4]
) = uses JanusGraph
=  Query using Cypher
= Jupyter Notebook for analysis

° ©e ® = experimental automation features


https://github.com/ReversecLabs/IceKube
https://kubehound.io/

Getting real

Adversary Emulation




Adversary Emulation

= Perform attack on real environments
= Evalates the effectiveness of security controls

= Varying degree of realism:

X B>

| | -

Atomic Plonned Autonomous Re_alism




=  detonate single TTPs
= primarily use-case:
= test processing pipeline

» manage detections

Tools

Atomic Red Team (é\;% Stratus Red Team

= 1700+ TTPs = 50+

= focus on OS-based TTPs = focuses on AWS, Azure, GCP

m ~10 TTPs for Docker + K8s s ~8 TTPs for K8s


https://github.com/redcanaryco/atomic-red-team
https://www.atomicredteam.io/atomic-red-team
https://github.com/DataDog/stratus-red-team
https://www.atomicredteam.io/atomic-red-team




Planned Emulation

= aka"Micro emulations’
= easy to automate
= Validate atomic + chain analytics

= good for reproducing scenarios

TACTICID
TA0042

TECHNIQUE ID
T1583.004

DESCRIPTION

The adversary sets up serveris] to run a

cryptomining pool.

TACTIC.ID

de
TECHNIQUE_ID
T1090
DESCRIPTION

The adversary proxies their mining poal through
Cloudflare CDN.

TACTIC D
TAD0DS
TECHNIQUE ID
T1571
DESCRIPTION

The adversary proxies their mining pool through
Cloudflare CDN.

True

False.

T

TACTIC D
TAODO1

TECHNIQUE ID
1133

DESCRIPTION

The adversary logs into the Kubernetes

console.

TACTIC D,
TAQ002
TECHNIQUE_ID
TI610
DESCRIPTION

The adversary deploys a new container on the
Kubernetes cluster.

DESCRIPTION

The mining pool is "unlisted" and runs on a =

non-standard port to evade common blocklists.

INFRASTRUCTURE TYPES
unknown

TACTIC D
TA0040

TECHNIQUE 1D

Ti496

DESCRIPTION

The adversary runs cryptomining software in

the container, configured to use their private
mining pool.

|

TACTICID
TAD0DE
TECHNIQUE 1D,
T1552
DESCRIPTION

The adversary can view plaintext AWS keys in
the Kubernetes console.

TACTICID
TAD0D4
TECHNIQUE 1D,
T1078.004
DESCRIPTION

The adversary authenticates to AWS S3 using
the discovered credentials.

I

TACTIC D
TA0009
TECHNIQUE_ID
T1530
DESCRIPTION

The adversary can access data in private 53
buckets.


https://ctid.mitre.org/projects/micro-emulation-plans/

Mitre Caldera lﬁ "m Leonidas

CALDERA
= oldest and most mature emulation tool (2015) = similar to Stratus Red Team
= primary for enterprise environments = allows chaining of TTPs
= no special K8s support = runs as workload inside K8s cluster
= big plugin ecosystem = supports only kubectl -based TTPs for K8s

= supports automated planning


https://github.com/mitre/caldera
https://github.com/ReversecLabs/leonidas

Realistic Emulation

= "Fog of War"

= ared team engagement

Use Cases

= Evaluate incident response plans

= testing more sophisticated defenses

Moving Target Defense

Deception

Tools

CALDERA


https://github.com/magier/ran

Demo



Take-aways




