Is the Lambdalith the sweet
spot in modern Cloud

architecture ?
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Cloud computing evolves

> >

EC2 Beanstalk, EKS, Fargate Lambda
Virtual servers Managed containers Function as a Service



Anatomyof a Serverlessequest
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Serverless.concxample

serverless.yml

functions
createNote
handler. api.createNote
events
- http:
method: post
path: notes
listNotes
handler. api.listNotes
events
- http:
method: get
path: notes
getNote
handler. api.getNote
events
- http:
method: get
path: notes/{uuid}
putNote:
handler. api.putNote
events
- http:
method: put

nath: note</hdnicl

api.ts

export consicreateNote APIGatewayProxyHandlemasync(e, c¢) => {
constnoteBody= d{NoteBody-Requestdody(e),
constnote =await \createNoténoteBody);
return Responsesuccesgote),

}

export constistNotes APIGatewayProxyHandlermsync(_e, _c) => {
constnotes =await listNoteg);
return Responsesuccesgiotes)

}

export consigetNote APIGatewayProxyHandlerasync(e, _c) => {
constuuid=e. E I;
constnote =await ygetNotguuid);
return Responsesuccesgote);

}

export constupdateNote APIGatewayProxyHandkersync(e, _c) => {
constuuid=e. E I;
constnote = <NoteRequestdody(e),
If(uuid '==note.uuid) {
return Responsesgrron(409,
i
}

constupdatedNote=await yputNote(note),
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Serverless advantages

ASmall teams canhand off
mundane and potentially
hard tasks to the Cloud
vendor




Rolling releases, excellent uptime

.LOUPE API - |

.LOUPE Frontend - |




Zero Infrastructure
management
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team
AUnpredictable tasks




Automatic scaling

AScaling is again a topic that is hard to
get right for a small team

AServerless allows toscale to 0



High'security standards

AbEc HO wlWIJ+F UH2 qRY U LW 2
completely isolated sandbox
(Firecracker VM)

N | = ALeast privilege, functions cannot
access anything that is not explicitly
permitted




APl Gateway
request enrichment

AIP addresses (route)

AGeo Info countries, region,
City eftc.

ADevice types

AWAF information

ABot suspects
ARate limiting hits
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How Serverless projects look like iblogs and demos.
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Vendor lock-In



max. 500 Resources

min. 6 R. / Function

~83 Serverless functions

https://aws.amazon.com/about -aws/whats-new/2020/10/aws-cloudformation -now-supports-increase d-limits -on-five-service-quotas/
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github.com

= Slow

O loupeat / api & Q Type (/] to search 8| 6~ +~ O 1 @.

<> Code () Issues 17 19 Pullrequests 10 (® Actions [ Projects [ wiki @ Security 10 |~ Insights 3 Settings d e p I Oy I lI tS

Actions New workflow All workflows Q Filter workflow runs
Showing runs from all workflows

All workflows

build-and-deploy

859 workflow runs Event ~ Status ~ Branch - Actor ~

Dependabot Updates

V]

chore: Upgrade ical-generator to resolve issues with mo... . {5 Sep 26, 2024 at 3:40 PM GMT+2
build-and-deploy #1301: Commit f9dc7d9 pushed by steima ) @ 34m 8s

Management

£ Caches

@ Attestations 2 @ chore: Upgrade docxtemplater T {5 Sep 26, 2024 at 3:33 PM GMT+2
master

RUNNers build-and-deploy #1300: Commit fdcf1e8 pushed by steima @ 24m 38s

(@ Usage metrics 2
@ chore: Upgrade dependency xlsx 5] Sep 26, 2024 at 3:27 PM GMT+2

) : master
@ Pperformance metrics 7 build-and-deploy #1299: Commit 953d29d pushed by steima © 23m 2s

Merge pull request #480 from loupeat/dependabot/npm... o B Sep 26, 2024 at 3:22 PM GMT+2
master
build-and-deploy #1298: Commit 8a90058 pushed by steima @ 21m 53s

chore: Manually install tar to force it to a non vulnerable ...
build-and-deploy #1297: Commit 8045d63 pushed by steima

5] Sep 26, 2024 at 3:04 PM GMT+2
@ 25m 8s

chore: Manually resolve not updated follow-redirects — 5 Sep 26, 2024 at 2:57 PM GMT+2
master
build-and-deploy #1296: Commit f4c1417 pushed by steima @ 24m 32s

(J Sep 26, 2C
(9 34m 8s

chore: Upgrade some dependencies and test
build-and-deploy #1295: Commit b8bf2f8 pushed by steima

5 Sep 26, 2024 at 2:54 PM GMT+2
() 25m 10s

master

Merge pull request #295 from loupeat/dependabot/npm... T 5 sep 26, 2024 at 2:47 PM GMT+2
build-and-deploy #1294: Commit 2f94ec5 pushed by steima - & 24m 365

chore: Upgrade some dependencies and test Sep 26, 2024 at 2:37 PM GMT+2



Bad developer experience

AFunctions cannot be simply run
locally
AHard to debug
ARequires slow deployment for tests




Cold starts

AWhen aLambda is not yet
loaded into a Firecracker VM

AAdds anywhere between
600ms and a few seconds
onto the request



